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Abstract

This Case Study reports the preliminary results of a quantitative survey aimed to identify
students’ awareness and enthusiasm to learn cybersecurity in Nigerian Universities. The
objective of the survey was to see how students in this developing country are aware of cyber-
attacks and how they can mitigate the attacks and to find out if cybersecurity awareness
program is part of the University program. The preliminary results indicated that the students
claimed to have basic cybersecurity knowledge, but are not aware of how to protect their data.
It also appears that most Universities do not have an active cybersecurity awareness program
to improve students' knowledge on how to protect themselves from any threats. The surveyed
students also show interest in learning more about cybersecurity.

Research Highlights

The result of the research has indicated there is not any approach in place to increase the level
of cybersecurity awareness to students at universities in Nigeria, the results also show that
students lack the basic knowledge of cybersecurity. This research highlighted the urgent need
to conduct a cybersecurity awareness program and to also include it as a core course at the
university level in Nigeria. Similar research was conducted in different countries to see the
level of cybersecurity, (1) in Malaysia, Also in India (2),(3) in California, (4) in the US, all
results indicated lack of proper cybersecurity awareness and a need of awareness program is
needed to increase the level of awareness and minimize successful cyber- attacks.

Research Objectives

The research objectives are to identify the level of basic knowledge of cybersecurity among
university students in Nigeria, To identify if cybersecurity is among their curriculum or a
seminar class and also to identify if the cybersecurity awareness program is needed or not, to
understand if cybersecurity awareness program is required. This quantitative research will be
significant to other researchers as a baseline for carrying other research, e.g. going straight on
conducting the cybersecurity awareness program among university students in Nigeria without
any assessment.

Methodology

This research uses a quantitative approach in designing the questionnaire-based survey to
collect data using an online method. The questions were organized to obtain the level of
cybersecurity awareness level among the targeted participant. The participant is university
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students in Nigeria. This group was selected as a result of using the information as part of their
daily activities and also students are the future employees in any organization. The survey link
was distributed among students in Nigerian universities from January 2020 to the end of
February the same year. Based on the above objectives the questions were drafted and an online
platform was used as a medium where the student can access and fill the questionnaire. The
questionnaire consists of 19 main questions and their answers were limited to “Yes”, “No” and
“Maybe” with five demography questions. The estimated time for a participant to complete the
survey is around 15 to 20 minutes. The questions were designed to provide answers to the
objective of the paper, the key focus area includes Basic knowledge of cybersecurity Trust,
Privacy, Password management, the desire to learn cybersecurity and cybersecurity awareness
program as a course the question was adopted form (5,6)

Results

The results of the survey indicate that university students lack the basic knowledge of
cybersecurity, even when the results on the questions shows that students have basic knowledge
around 193 said yes and 82 said No and other are not sure answered maybe which is 90, but
the subsequent questions indicated the lack of cybersecurity awareness. Among the question is
that of password management result analysis which shows 204 said No, 139 said yes and 22
said maybe to using hard to guess password also, the question on opening an email sent from
an unfamiliar person, the result shows, a total of 219 said yes out of 367, 110 said no and 36
said maybe. This result indicates the majority of students lack the knowledge of phishing
attacks. The results appear to show that all the institutions lack cybersecurity programs and no
indication of the cybersecurity program and a total of 346 respondents out 367 strongly desire
to learn more about cybersecurity. Finally, this results obtained from this survey it indications,
cybersecurity awareness program is not conducted in Nigerian tertiary institutions, it also
indicates lack of basic cybersecurity knowledge, the survey also indicates students are
demanding such cybersecurity awareness.

Findings

The research findings include: the cybersecurity awareness program is not conducted in
Nigerian tertiary institutions, it also indicates a lack of basic cybersecurity knowledge among
university students such as password Management. The finding also shows the desire to learn
more about cybersecurity by the students, it also shows students are at high risk of cyber-related
attacks.
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